Application #10/520,806 
Amendment dated: March 15, 2010 

Amendments to the claims: 

This listing of claims will replace all prior versions, and listings, of claims 
in the application: 

Listing of Claims: 

1. (Currently Amended) A method to secure an electronic assembly 
having a processor and a storage means implementing a calculation 
process that calculates the result of a calculation that includes an 
elementary operation f(x) without performing the calculation f(x) thereby 
avoiding analysis of the operation of the electronic assembly using 
knowledge of the calculation f(x) , the method comprising: 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing an additional calculation by a verification 
function on at least one intermediate result in order to 
obtain a calculation signature; 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing the calculation of f(x) by performing a 
modified calculation in lieu of the elementary 
operation f(x) using a super -function operation acting 
from and/or to a larger set wherein a super-function f 
of a function f is defined as a function f such that 
h2(f (hi(x))) = f(x) wherein hi is a one-to-one mapping 
between a set E and a set E' and I12 is an onto 
mapping of a set F' €w*4 in a set F, wherein x is a 
member of E and f(x) is a member of the set F; and 
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operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing the calculation by the verification function 
using the result obtained by the super function in 
order to obtain the calculation signature. 

2. (Currently Amended) The method according to claim 1, wherein the 
method further comprises: 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing at least once more all or part of the 
calculation in order to recalculate said signature and 
compare them in order to detect a possible error. 

3. (CANCEL) 

4. (Previously Presented) The method according to claiml, wherein the 
calculation of the elementary operation can be recomputed using the 
calculation of the super-function. 

5. (Currently Amended) The method according to claim 1, further comprising 
operating the processor of the electronic assembly according to instructions stored in 
the storage means to 

moving move from E to E ? by one-to-one function hi; and 

moving move from F ? to F by onto function I12; 

wherein hi and I12 are mappings such that for any element x 
of E the following equality is true: h2(f (hi(x)))=f(x). 

Page 3 of 15 
76 0726- 1 3_Amendment_V 1 0- 1 00.doc 



Application #10/520,806 
Amendment dated: March 15, 2010 



6. (Currently Amended) An electronic assembly secured from differential 
attack and comprising a calculation process processing means that 
includes performing a calculation that includes an elementary operation 
f(x), wherein the electronic assembly comprises storage means for storing 
instructions to cause the calculation processing means to execute a 
verification function used to perform an additional calculation on 
intermediate results in order to obtain a calculation signature thereby 
securing the electronic assembly from differential attack; and 
wherein the calculation process comprises: 

operating the calculation processing means of the electronic 
assembly according to instructions stored in the 
storage means to p erforming an additional calculation 
by a verification function on at least one intermediate 
result in order to obtain a calculation signature; 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing the calculation of f(x) by performing a 
modified calculation of the elementary operation f(x) 
using a super -function operation acting from and/or to 
a larger set wherein a function f of a function f is 
defined as a function f such that hs(f (hi (x))) = f(x) 
wherein hi is a one-to-one mapping between a set E 
and a set E' and I12 is an onto mapping of a set F' and 
a set F wherein x is a member of E and f(x) is a 
member of the set F; and 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing the calculation by the verification function 
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using the result obtained by the super function in 
order to obtain the calculation signature. 

7. (CANCEL) 

8. (Currently Amended) A smart card comprising storage means of a 
calculation process, processing means of said process, wherein the smart 
card includes storage means of a verification function used to perform an 
additional calculation on intermediate results in order to obtain a 
calculation signature; and 

wherein the calculation process comprises: 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing an additional calculation by a verification 
function on at least one intermediate result in order to 
obtain a calculation signature; 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
performing the calculation of f(x) by performing a 
modified calculation of the elementary operation f(x) 
using a super -function operation acting from and/or to 
a larger set wherein a super-function f of a function f 
is defined as a function f such that h2(f (hi (x))) = f(x) 
wherein hi is a one-to-one mapping between a set E 
and a set E' and I12 is an onto mapping of a set F' and 
a set F wherein x is a member of E and f(x) is a 
member of the set F; and 

operating the processor of the electronic assembly according 
to instructions stored in the storage means to 
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performing the calculation by the verification function 
using the result obtained by the super function in 
order to obtain the calculation signature. 

9. (Previously Presented) The method according to claim 2, wherein the 
calculation of the elementary operation can be recomputed using the 
calculation of the super-function. 
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